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reS|dent Bush S|gned the USA PATRIOT
Act following the September 11, 2001 tefrorist
attacks. The USA PATRIOT Act IS Intended

. to ensure that our financial systems are used

for legal purposes. On-July 24, 2002, new
regulations, affecting retailers Who offer
~money services, went into. effect and require

. compliance with the USA Patriot Act of 2001.
The following information outllnes compllance
requirements.




What IS I\/Ioney Launderlng’P '

. Money Iaundermg IS a
process Intended to:

= ‘Hide the existence, illegal
source, or:use of income from
criminal activity; and

= The disguising of the s@urce
of that iIncome to' make'it
appear legitimate.
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Steps of Money Laundefihg

§ There are 3 steps to money
- -
¥ laundering:
e J : !
» Placement: Introducing the illegal
proceeds into the financial system.

(Buying money orders for deposit
Into a bank account)

e Layering: Converting the illegal

proceeds into another form and
using multiple financial transactions
to hide the audit trail, source and
ownership of funds. (Transferring
funds from one account to another)




. Stepsof Money Laandering

& * Integration: Placing laundered
proceeds back into the economy
to create the perception of
legitimacy. (Purchasing real
estate, business ventures or
luxury items)
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How-do 1 comply with the Bank
Secrecy:and USA PATRIOT Acts?

-

®
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Am_ | an MSB?

Yoou are an money services business (MSB) if you are
doing business.in.one or more of the following . .
capacities, and perform these services:in an amount
greater than $1,000 per day to any one person on any
day in'one or more transactions: '

e Issuer, Seller'or Redeemeér of Maoney'Orders,

¢ Issuer, Seller or-Redeemer of Traveler’s:*Checks;
. o Check' €asher; ' ' '

* Currency Dealer.or Exchanger; or

o ISsuer, Seller', or Redeemer of Stored’Value:
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‘Money-Services Business
Registration

If youprovide money transfer services:in*any- amouint,
you-are anMSB and,subject to the anti-money
laundering requirements..

Every.MSB must register with the Department of the,
Treasury. ' ' | |

If you are an'MSB only because youA'are an ageht of
an MSB, you do not need to register.
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‘Money-Services Business
Registration

*. Must be completed and signed by the _
controlling person or owner of business .

* Must be renewed every 2 years .

*:Copy of registration and supporting
decuments must be maintained for 5 years
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CAgent List

Every registered money services business
- must maintain a list.of its? agents

jﬁ’
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~Agent Llst

*The list must-be maintained
in the Unlted States. ’

*The Ilst must be reV|sed ' d
8 L\
=

every-January 1
d

“The list must comtain agent ,

information for the | @

immediately preceding 12 N
month’périod. . * ’ | €
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~Agent List” +

e “Upon request; the list(s)
must be made available:. -
to.the Financial Crimes -
Enforcement Network,

“Its” designee or the 7
Internal Revenue
Service. '

A copy ofithe agent lists
must be kept for 5 years.
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Anti-money Laundering Program

(Must be in Writing)




Intemal PoI|C|es Procedures and |

Controls

o Know Your Employee ‘
. Program’
~ — Work hrstory,

. background, criminal’._ -
“history, and reference

checks

= Drug testmg |f
. permissible. |

'~ Monitor employee
_activity while atwork.
- — Recognize changes«in

- employee behavror ,
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Internal RPolicies, Procedures and
- Controls

‘Customer Awareness 'Program (K‘now Your Cuetomer)

sMost helpful forlong.term
employees<familiar ' with repeat
customers.
oL 0ok for changes in the customer’s
money order purchasing habits.
\/erify ID for purchases of $3,000 or
more. |
*Does the money order serve an
apparent lawful purpose?
*Can the customer’s source of funds
be determined?, |
*\What's the location of the sellmg
store?
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Internal RPolicies, Procedures and
' Controls |

¢ Filing Report.s

= Suspicious Activity:.
Reports (SARs) |

- Currency
“ Transaction Reports
(ETRSs)

10/22/08




Suspicious Activity Reparting

o Susp|C|ous act|V|ty by a OR =\
must be reported to the federal
-government.

e Reports are made on the Suspicious
CActivity Report by Money-Services -
Business ("SAR-MSB") form.
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SUSpICIOUS Act|V|ty Reportmg

* :Requirements for
flllng a SAR-MSB:
~ Mhenever one or more

transactions total
“ ;and &

s ,'I-hVOIve transaétions
conducted:or attempted
at your location; and 7

“You know or suspect
the transactlons
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Suspicious Activity Reporting

¥ Involve money obtained from some
- sort of illegal activity. (Customer s .
Awareness Program); ’

Have no business or apparent
lawful purpose and you know.of no

- reasonable explanation for the
transaction (Customer Awareness
Program) ’

Involve a customer attempting o
keep the transaction from being

~ reported by buying:money orders
In ameunts below'the:reporting
thresholds (e.g-"$3,000 and . *
$10,000);
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Suspicious Activity Reporting

Involve a customer using falseior expired
_identification or an identifications .. -
belonging to or:is similar to anether

customers;

Involve two or more individuals acting -
stogether to sphit up the transaction to
avoid providing recordkeeping

Information about the transaction

(Structuring).

«~"s.an unusual transaction for the customers
(Custemer. Awareness-Program).
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Suspmous Activity Reportlng
Structuring

o Customer usmg cash to buy money orders several
times a-day = over a period of several days atyour
business location. Inthis example, no single transaction
aquals $3,000 or more: but, all transactions total $3,000

or more.

Two or more.individuals attempting-to avoid providing
Information about the transaction, act together to split
up<a single reportable transaction into more than one
transaction.
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Suspicious Activity Reporting
+ Intentional failure to file a SAR-MSB 7
can constltute a crlmlnal act,

% Wlllful Bllndness” IS defined as the dellberate
7avoidance'of the facts. Any business location
that.ignores ebvious signs,of suspicious activity.
may be held responsiblefor failing reporting -+
that SUSpICIOUS act|V|ty -
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Suspicious Activity Reparting
.Send completed MSB Susplcmus Act|V|ty
‘Reporting forms to:

IRS Detr0|t Computlng Center
ATTN: SAR-MSB
PO Box 33117
Detroit, M1 48232-5980

A MSB must file-a SAR-MSB with the IRS within 30 calendar
days ofi.the business. initial detection of factsithat may constitute a
basis for filing.a SAR-MSB. The busingss must keep a copy of
the filed SAR- MSB and the supportmg documents for 5 years
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‘MSB - SAR

To order MSB-SAR
- Forms'call the:IRS

National Forms

Distribution €enter

. at.

& 1.300-829-3676 ,
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Transactions over $10.000 .

CUrrency Transaction Réport
+(CTR) -:Form-104 . »

e_You mustfilea CTR, for a
cash sale of money orders
or.a:money transfer to, (or
on/behalf of).the same
person that involves a.
transaction of more than
$10,000 during any one-
business day (calendar day).
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* ‘Transactions over $10,000 -

+Send completed Currency ,
- ~Transaction Reports (CTR).to:

IRS Detroit Coputing Center
ATTN: CTR
PO Box 33604
| Detroit, M1 48232-5604
' " This form must be sent to the IRS, within 15
_talendar days and a copy kept atyour business
location or your heme office-tocation for 5 years.
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Transactions over $10,000
Currency Transaction:Report (ETR) - Form 104

Currency Transaction Report

= - To.order CTR Forms,

— — call the IRS National
| Forms Distribution

e Center at:

O ForegnCowsy — 35 [] Wen Dewwlers) 3 (1 Negomstie bstrentis] Purcranmd

n
13 0 Neposatie ruserers(ss Casbmt 3 5] Cummmey Kecrangets) B
%0

T Aot Namtee(n) Aecied (F wyt 3 T Ot jromcit)

[N Financial inatitition Where Transaction(s)

1-800-829-3676

10/22/08




" Logging Requirements =+

LOG must be kept for transactlons of
$3 000 = $10,000:

* LOG Is requwed for recordkeepmg
purposes for each I\/ISB Iocatlon
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For-transactions_ of-$3,000 0r more,
~you must record the following:

Purchaser’s Name and Address;
PUrchaser’s Social secutity number;
Purchaser’s date of birth;

Purchase Date;

The type(s) of instruments purchased, such as money
order;

The serial numbers of money orders purchased: and

The amountan:dollars of edch of the'money orders
purchased. '
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Transactions $ 3.000°-$10,000

* No business location'may sell or redeem money
orders-in currency.amounts of $3,000 to.$10,000
unless it maintains a record (‘'L.OG?) of the
transactian.

e MEMO’s High-Dollar Transaction:Report form:
can be used to record allithe required information.

. The records of all $3, OOO to $10, OOO transactions
must be keptifor 5 'years..
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Transactions $ 3000 - $10,000
*:MEMO High Dollar Transagtion Report

- Youscan ordermore
copies by calling
MEMO customer

service at: » °

1-800-922-8079
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Compliance Officer

* AllMSBs must-appointa -
Compliance Officer.

e The Complianbe Officer '
does not-have to be a_-
'Separate position.
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Compllance Offlcer

o Dutles of the Compllance
Offieer nclude:.

— Ensuring compliance Wlth
- federal and state anti-:

+ money laundering and
terrorist financing lawis;
and .

~ Training and educating
those employees that seII
money orders
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Training Program
o All MSBs and their agen'ts AR5 gf"’

requiréd to:provide anti- Q s
\

every employee that sells
money orders.

money laundering tratning to g

\I

¢ Training Should incltde: - Q’
— Completing all required:reports; \\J

— Recognizing structuring; <

—"Reeognizing suspicious activity.
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“Audit Function

 Federal law requires:
MSBs and theiragents *
toaudit-their’Anti- 5
Money Launderlng
: Programs '

The Compliance Officer
ymay not perform the

audit of the Anti-Money

Laundering Program.<
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Offlce of-Foreign: Assets: Control
- (OFAC)

o 'OFAC administers and enforces economic and
trade sanctions based on:US foreign pollcy and ,
nattonal security goals.

OFAC targe'ts foreign Countnes térronsts

International narcotics trafflckers and those ,
engaged in activities related to the proliferation of
weapons of mass destruction.

Some of the countries and groups currently 5 -
targeted by OFAC include: Cuba, Nerth Korea,
Libya; lrag, Iran Syrla Sudan and the Tallban
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OFAC

o OFAC maintains a list of
Specially Designated
Nationals-and Blocked
entities (SDN list). This tist

identifies Iindividuals and
entities that have OFAC..
restrictions against them. -

* [ransactions:involving
Individuals or entities on the
SN list are prohibited as™
blocked transactions: '
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OFAC

The range of regulations and business’
restrictionsvary basedon the particular * °
OFAC economit sanctions program.. -
Further information:can be abtained from

the OFAC web site at: -

www.ustreas.gov/offices/eotffc/ofac
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Résources Available
MEMOWebsite ‘

|IRS Website
MSB Website
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